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rndc—confgen A7 3>

[ EhA4Toav]

-a HBEREFLIER TS TIAITIE/ etc/rndckeylZH

-b Bk HBEHROE VM HBIRED T IAILNE128bit  512bitHE 2
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# rndc—confgen —a —b 512 —k rndctest

# more /etc/rndc.key
key “rndctest” {

algorithm hmac—md5;

secret “Ey/2YxEvsliJ5SWwQWzdIDAZ5L11CSShC6e1QNdQ1
h5jgThMij6080Vd38ge 7Br/NFEOWnkK10UB/Ykm63fg16A=="";

#1s -l /etc/rndc.key
e — 1 root root 141 48 23 03:58 /etc/rndc.key
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# rndc—confgen —a —b 512 —¢ /etc/rndc.key.test
—k keytestdesu -t /var/named/chroot —u named

#Is —| /etc/rndc*
- 1 root root 113 48 13 11:03 /etc/rndc.key
1 root root 144 48 23 03:45 /etc/rndc.key.test

# Is —| /var/named/chroot/etc/rndc key.test
—rw——————— 1 named root 144 4 23 03:45 /var/named/chroot/etc/rndc.key.test
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[ /etc/rndc.conf®ER ]

options {

default-server T4 JLEDBFELDRRNE;
default—key "TIA LN THERATHHBERL”;
L

server rndcD X R ELHHRRAM {
| key “ERTHEEHA"

key "HaEHEA" {

algorithm hmac—-md5;

L

secret "R—R6A4TIva—REhf-HERE"

[ /etc/rndckeyDER ]

key "HEHEA" {

algorithm hmac—md5;

secret "R—R6A4TIva—REhf-HERE"




[ /etc/rndc.confDIFE D HEH ]

# more /etc/rndc.conf
options {

L

server localhost {
key “rndckey”;

)

#Is -l /etc/rndc.conf

default—server localhost;
default—key “rndckey”;

ju3To8rfZj0sd0y3sD9cATLNXxB4sUIKXET"; ;

—r———————— 1 root root 217 48 7 10:49 /etc/rndc.conf
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key “rndckey” { key AT —RAUMEAHE
algorithm hmac—mdb;
secret “NWteQWyWZBsI6 TOW3srd7bTPg5
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[ /etc/rndc.keyDIFBE D HZEH ]

# more /etc/rndc.key
key “rndckey” {

secret “NWte
L

#Is —| /etc/rndc.key

algorithm hmac—mdb;

ju3T08rfZj0sd0y3sD9cATLNxB4sUIKXET";

—r———————— 1 root root 217 48 7 10:49 /etc/rndc.key

keyRT—FAV I AZE

QWyWZBsI6T9W3srd7bTPgb

irootL MERAIAFH N TELSIST I CREEZLEEFT S

® namedH—E RAIDERE
named.conf77 /LT, L TDIEBDHEEFITD

AT—=bA/b

keys RT—hk AV

rndcZF3HRFLDRBTHERATHIHERDERTE

EHER ERIRE

named.conflZkeys R T —h AV M > THF—FEIETEH E T I, include RT—F AU REEST,
NERT7AIVIZER B L keys AT =R AV MEFEA AL HELHD

controls R T—hk AV

rdcl 2L AHHHEF AT T HBFLEATHLBBERTE
mdcERITIHEFCLICELOHBREFRILHE IS ERHRFSD

3
include “SAER 77 A/ILE";
controls {
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key “FiEEEL" {
algorithm hmac—-md5;
secret "R—RBATIra—RSnf=HEEHE":

# NERDT7AINEZHALEHE

inet nrdcEZ 141+ 2 42 2—J1—AFKL R allow { FR[ I 23 F; L keys { "HHIZLEHEEL"; )
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# more named.conf
include ”/etc/rndc.key”;

controls {
inet 127.0.0.1 allow { 127.0.0.1; } keys { “rndckey”; };
3

# more /var/named/chroot/etc/rndc.key
key “rndckey” {
algorithm hmac—mdb;
secret “NWteQWyWZBsI6 TOW3srd7bTPg5
ju3T08rfZj0sd0y3sD9cATLNxB4sUIKXET™;
3

# Is —| /var/named/chroot/etc/rndc key
- 1 named named 113 38 23 15:22 /var/named/chroot/etc/rndc.key
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# s —| /etc/rndc.key
—r——————— 1 root root 77 48 1 14:01 /etc/rndc.key

# more /etc/rndc.key
key “rmdc-key” {

algorithm hmac—md5;

secret “171UOxgz|3zd|jSaTD380Q==";
3

named.conf® 5% 5E

# view /var/named/chroot/etc/named.conf

include “/etc/rndc.key.chroot”;

controls {
inet 127.0.0.1 allow { 127.0.0.1; } keys { “rndckeys”; };
L

# |s | /var/named/chroot/etc/rndc key.chroot
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# more /var/named/chroot/etc/rndc.key.chroot
key “rndckeys” {

algorithm hmac—md5;

secret “171U0OxgzI3zd|jSaTD380Q==";
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rndcDHFEEE
# service named start

named Z{2 &) [ OK ]

# rndc status

version: 9.7.3 (Not available.)
CPUs found: 1

worker threads: 1

number of zones: 21

debug level: 0

xfers running: 0

xfers deferred: 0

soa queries in progress: 0
query logging is ON
recursive clients: 0/2900/3000
tcp clients: 0/100

server is up and running

# rndc reload
server reload successful

# service named stop

named Z{=1E F: [ OK ]

named D2 EN

rndcMEITTEHEEHER
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192.168.24.54{8| DG 5E

# vi /var/named/chroot/etc/named.conf

acl localnet {
192.168.24.60;
3

include “/etc/rndc.key.chroot”;

controls { "
inet 127.0.0.1 allow { 127.0.0.1; } keys { “rndckeys”; };
L

key “rndc-test” {

algorithm hmac—md5;

secret “TUbsOzfVESkheH8Z2NDELfEWKQaRt3WeVH7CCr4
AdVUmCuCp1drQPfHtnARtaCW62EZhgmkMJWKALUOXuhVDig==";

L ’

controls {
inet 192.168.24.54 allow { localnet; } keys { “rndc—test”; }
3

# rndc reload

# iptables -1 INPUT 14 —s 192.168.24.60 —p tcp ——dport 953 —j ACCEPT

# service iptables save
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192.168.24.54{| DG 5E

# vi /etc/rndc.conf

options {
default—server localhost;
default-key “rndckey”;

L

server localhost {
key “rndckey”;
3

key “rndckey” {

algorithm hmac—mdb;

secret “NWteQWyWZBsI6 TOW3srd7bTPg5ju3To8rZ
j0sd0y3sD9cA7LNxB4sUIKXET";
3

server 192.168.24.54 {
key “rndckey2”;
|3

key “rndckey2” {

algorithm hmac—md>b;

secret “TUbsOzfVESkheH8Z2NDEbfEWKQaRt3WeVH7CC
r4AdVUmCuCp1drQPfHtnARtaCW62EZhgmkMJWKALUOXuhVDig==";
L

192.168.24.54|Zxf L TI&. rndckeysZ{# F

#FLGEML zkey
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# rndc —s 192.168.24.54 status
version: 9.7.3 (Not available.)
CPUs found: 1

worker threads: 1

number of zones: 21

debug level: 0

xfers running: 0

xfers deferred: 0

soa queries in progress: 0
query logging is ON

recursive clients: 0/2900/3000
tcp clients: 0/100

server is up and running
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rdcRERT 5, EEMNERRESh=T7LI(/etc/rndc.confET=[&/etc/rndc.key) BRDMSEELY

# rndc status
rndc: neither /etc/rndc.conf nor /etc/rndc.key was found

[ it ]
/etc/rndc.keyFEfzld/ etc/rndc.confFFHET S

rnde N {E AT DkeyER R Dnamed—E RN FEH T BkeyHRRED

# rndc status

rndc: connection to remote host closed

This may indicate that the remote server is using an older version of
the command protocol, this host is not authorized to connect,

or the key is invalid.
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rndcDBENREMLLVE=D ., named—ERAMNEEICIR T TEEHL

# service named stop

named Z{= 1k [ B4

[ 3955 ] _
namedZS& IR T S, rmdcEAR DR EETERT D
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# ps —ef | grep named

named 8344 1 013:597? 00:00:00 /usr/sbin/named

—u named -4 -t /var/named/chroot

# kill 8344

# service named start

named Z{2 & H: [ OK ]

# service named status

named AMEIELTLVET A PID 77/ LA TULNVET
# ps —ef | grep named
named 9831 1 015:31°? 00:00:00 /usr/sbin

/named —u named —4 -t /var/named/chroot

# more /var/run/named.pid
9136

# service named status
rndc: connect failed: 127.0.0.1#953: connection refused

named MMELELTLVET A PID J7 /LA ESTLNET

# more /var/run/named.pid

# more /var/named/chroot/var/run/named/named.pid

# rm /var/named/chroot/var/run/named/named.pid

# rm /var/run/named.pid
rm: remove 2 R1)w 914 " /var/run/named.pid? y

# service named status
rndc: neither /etc/rndc.conf nor /etc/rndc.key was found

named [ZFILELTOEIT N ITOTFLAOYISNTUVET

#Is —I /var/lock/subsys/named

named®D TOtERAEHER
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-rw—r——r—— 1 root root 0 48 1 13:08 /var/lock/subsys/named !

# rm /var/lock/subsys/named

rm: remove JBENDZEIT7A )L */var/lock/subsys/named? y

# service named status
rndc: connect failed: 127.0.0.1#953: connection refused
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